Article synopsis

In my contribution, I will discuss what secret investigation techniques prosecuting authorities or intelligence services constitutionally can engage in when protecting national security or combating organized crime or terrorism. Some attention will be given to the Belgian context, immediately followed by an analysis on a broader level through the jurisprudence of the European Court of Human Rights. These techniques are mainly approached from a privacy point of view, as most of the legal problems occur in that context, but some of them also form a limitation of the right to a fair trial or non-discrimination. 

With the Act of 6 January 2003, a series of special investigation techniques were introduced into the Belgian Code of Criminal Procedure. These concerned the interception, confiscation and opening of mail correspondence, the possibility for the public prosecution to inquire into bank accounts and transactions, the observation, infiltration and the employment of informants. There is also a section dedicated to incitement. A number of these existed already before in police practice, but did not have a solid legal basis. Obviously, these techniques imply a significant interference with a number of fundamental rights, such as the right to privacy, the principle of equality and non-discrimination and the right to a fair trial. In the article, I examine whether and if so to what extent, these techniques have been found in violation of the Constitution and if they have been modified because of that unconstitutionality.

As the intelligence services are concerned, the Belgian legislation concerning the actions of the Security of State is defective. Since many years members of Parliament have emphasized that the existing legal framework is absolutely insufficient to effectively combat terrorism, extremism, among which radicalism and other serious threats for the internal and external security of the State. Following the 2003 Act regarding the methodology of the regular investigation authorities, there are currently propositions to rearrange the competences of the Security of the State, in order to be adapted to the challenges of the 21st century. In the Senate, a bill was passed in July 2009. It is currently discussed in the House of Representatives.

Question is whether the 2003 Act and the renewal of the 1998 Act will pass the test of the Constitution and the ECHR. Many of the techniques to acquire intelligence have a strained relation with privacy or due process provisions. In general, the European Court of Human Rights (ECtHR) upholds that three conditions have to be fulfilled to limit a citizen’s privacy rights (and any other fundamental right): the limitation has to be prescribed by law, it has to serve a legitimate goal, and it has to be necessary in a democratic society. To apply that last condition, the Court takes into account, among others, the existence of a “pressing social need”, proportionality and subsidiarity arguments, taking into account the traditions and standards existing on the whole of the European continent.

In general, the Court upheld in the past that when balancing the interest of the respondent State in protecting its national security through secret surveillance measures against the seriousness of the interference with an applicant’s right to respect for his or her private life, the national authorities enjoyed a fairly wide margin of appreciation in choosing the means for achieving the legitimate aim of protecting national security. Nevertheless, in view of the risk that a system of secret surveillance for the protection of national security may undermine or even destroy democracy under the cloak of defending it, as the Court warns, it must be satisfied that there exist adequate and effective guarantees against abuse. This assessment depends on all the circumstances of the case, such as the nature, scope and duration of the possible measures, the grounds required for ordering them, the authorities competent to authorize, carry out and supervise them, and the kind of remedy provided by the national law. There are indications however that the Court in more recent case law is less easily convinced that national law concerning the keeping of citizen records meets the legality check. 

[bookmark: HIT37]Overall, the Court has developed in its case-law on secret measures of surveillance (mostly on telephone taps) a set of minimum safeguards that should be introduced in statute law in order to avoid abuses of power. Among them should be the nature of the offences which may give rise to an surveillance order, a definition of the categories of people liable to be subjected to any such measure, a limit on its duration, the procedure to be followed for examining, using and storing the data obtained, the precautions to be taken when communicating the data to other parties, and the circumstances in which recordings may or must be erased or tapes destroyed. The body issuing authorizations should be independent and there must be either judicial control, or control by an independent body over the issuing body’s activity. The supervision of the surveillance activities has to be established by law, and has to follow the values of a democratic society as faithfully as possible, in particular the rule of law. In the view of the Court, review of surveillance may intervene at three stages: when the surveillance is first ordered, while it is being carried out, or after it has been terminated.

After this general outline of the approach of the European Court towards interferences with fundamental rights in the context of secrecy, a broad scope of investigative techniques will be discussed, applying the abovementioned principles: systematic observations; discrete visual checks or searches; interception and opening of mail correspondence; identification, tracking and tapping of telecommunication; access to bank information and data banks; the keeping of data banks by the government (including DNA, fingerprints, or cellular material); confidentiality problems during investigation; and police incitement. For each technique, landmark cases of the European Court are discussed as well as the most recent developments or examples. Wherever relevant the analysis of the Belgian Constitutional Court is referred to.



